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Q@ -Speed IPsec Processing Engine

MBS86978

m DESCRIPTION

MB86978 is IPsec accelerator engine of Inline Architecture. Once setup with appropriate parameters, the device
can perform bi-directional 100 Mbps IPsec processing at full wire speed.

m FEATURES
o Built-in RMII/MII interface of two ports

One interface for WAN (internet) side and one for routing function side
o Complies with IEEE802.3 (DIX format)
e Supports 10/100BASE-T/TX, full/half-duplex, and auto-negotiation
¢ |IEEE 802.3x flow control supported
¢ Half-duplex back pressure supported
* SMI interface for PHY device control
(Continued)

m PACKAGE

337-pin plastic FBGA 288-pin plastic FBGA
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¢ Built-in engine for IKE processing

To speed up the calculation processing of IKE, the following functional block is built-in. When IPsec is processed
in host CPU, this encryption engine and the authentication engine can be used.
« DES/3DES : Encryption engine

* AES : Encryption engine
e SHA-1 : Authentication engine
* MD5 : Authentication engine

* IKE support : Surplus operation engine for RSA and DH processing acceleration

¢ Built-in Inline type IPsec processing engine
To execute the IPsec processing of a full wire with Inline IPsec, the following functions are installed.
(1) Full wire code engine

DES/3DES (CBC mode)
AES (CBC mode, Length of key128/192/256 bit)

(2) Full wire attestation engine

HMAC-SHA-1-96
HMAC-MD5-96

o It provides with the SA (Security association) data base.
» SA of 64 can be set. (direction of encode : 64 and decode direction : 64)
« |Pv4/IPv6 both correspondence
« Itis possible to correspond to the following modes.
- Transport mode (ESP, AH, AH, ESP)
- Tunnel mode (ESP, AH)
- Transport over tunnel mode
» The following parameters can be specified for a selector.
Address Internet Protocol address, Transmission former Internet Protocol address, Address TCP/UDP port
number, Transmission former TCP/UDP port number, Protocol in AH SPI, ESP SPI, and transport layer,
IPsec protocol, TOS field, Flow label, Traffic class
» Replay defense function supported
» NAT-Traversal supported
* |IP over PPPoE frame supported
* IP over VLAN frame supported
* |V value count up mode/random mode supported

e The SA database can be expanded

To connect the LSI (MB86979) for enhancing SADB externally, the SA database can be enhanced. Up to 4096
(512 x 8) SA can be supported (encode direction : 4096, decode direction : 4096) .

e F mode supported

The routing function side can add the IPsec SA value to the Ethernet frame as an SA tag and pass this to the
MB86978 for IPsec processing.

e Packet division supported

The packet that does MTU exaggerated size by the IPsec processing is divided in LSI automatically. Processing
is performed at wire speed.
(Continued)
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(Continued)
e Host interface

Includes a general-purpose I/O interface for connection to a wide range of CPUs.
Capable of switching between 16-bit bus mode and 32-bit bus mode.

e Speed-up of routing function part

By connecting an external high-speed IP forwarding engine (MB86977) , IPsec processing and routing
processing can both be performed bi-directionally at full wire speed.

e Others
* Process : 0.18 um process
» Power-supply voltage : 1.8 V/3.3 V dual power supplies
» Operation frequency : Max 66 MHz
» Package : 337-pin plastic FBGA, 288-pin plastic FBGA
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m PIN ASSIGNMENT
® 337-pin FBGA

No. | Symbol | No. | Pin name | No. nzlrrr:e No. | Pin name | No. | Pin name | No. | Pin name

Al N.C. AE16| CMDD |(Al19| VDDI |[AC2| ADDG6 H24 | UPRID P3 D27
Bl N.C. AE17 GND Al18 | TXENA [ AD2 | ADD9 G24 | XMATCHD| RS3 N.C.

C1 N.C. AE18| CLD2E | Al7 | TXDOA | AD3 GND F24 TDI T3 GND
D1 GND AE19 N.C. Al16 | TXD2A | AD4 VDDI E24 N.C. U3 GND
El DO AE20| VDDI Al15 | TXENB | AD5 VDDI D24 N.C. V3 VDDI
F1 D2 AE21| CLDOD | Al4 | TXD2B | AD6 | SAADD1 | C24 N.C. W3 VDDI
Gl D4 AE22| CLD2D | Al13 | VDDE | AD7 | SAADD4 | B24 T™MS Y3 N.C.
H1 D7 AE23| VDDI Al12 | VDDE ([ AD8 | SAADD6 | B23 | RXCLKA | AA3 VDDE
J1 D10 AE24 N.C. A1l | RXCLKB | AD9 | SAADD9 | B22 | RXDOA | AB3 ADD4
K1 D13 AE25 GND A10 | RXDOB (AD10| SAADD12| B21 | RXD2A | AC3 ADD7
L1 D16 AD25| VDDE A9 | RXD1B |AD11| SAADDI15 | B20 COLA AC4 N.C.
M1 D19 AC25 N.C. A8 | RXD3B |AD12| SAADD18 | B19 VDDE AC5 N.C.

N1 D22 AB25| SADO A7 GND |AD13| XSARE | B18 VDDE AC6 | SAADD2
P1 D25 AA25| SAD2 A6 VDDI |AD14| XPKTE | B17 | TXD1A | AC7Y GND
R1 D28 Y25 SAD4 A5 N.C. |AD15| XPKTD | B16 | TXD3A | AC8 | SAADD7Y
T1 D30 W25 SAD7 A4 VDDl |AD16| VDDE B15 | TXDOB | AC9 | SAADD10
Ul VDDI V25 | SAD10 A3 VDDl |AD17| VDDE B14 | TXD3B |AC10| SAADD13
V1 VDDI u25 | SAD13 A2 N.C. |AD18| CLD3E | B13 VDDI AC11| SAADD16
w1 CLK T25 SAD16 B2 N.C. |AD19| VDDE B12 | TXCLKB |AC12 N.C.
Y1 XCS R25 | SAD19 Cc2 N.C. |AD20| VDDE B1l1 CRSB [AC13| XRSTOUT
AAl XRE P25 | SAD22 D2 N.C. |AD21| CLD1D | B10 | RXDVB |AC14, CMDE
AB1 ADD2 N25 | SAD25 E2 D1 AD22| CLD3D B9 RXD2B |AC15 GND
AC1 ADD5 M25 | SAD28 F2 D3 AD23 N.C. B8 MDCB |AC16| CLDOE
AD1 ADD8 L25 SAD30 G2 D5 AD24 N.C. B7 VDDI AC17| CLD1E
AE1l N.C. K25 VDDE H2 D8 AC24| GND B6 MDIOA [AC18 N.C.
AE2 VDDE J25 VDDE J2 D11 |AB24| SAD1 BS VDDE [AC19 N.C.
AE3 | ADDI10 H25 UPRIE K2 D14 |AA24| SAD3 B4 VDDE [AC20| VDDI
AE4 VDDE G25 | XMATCHE| L2 D17 Y24 SAD5 B3 N.C. AC21 N.C.
AES5 XINT F25 XTCK M2 D20 w24 SADS8 C3 N.C. AC22 N.C.
AEG6 | SAADDO | E25 | REFCLK | N2 D23 V24 | SAD11 D3 N.C. AC23| VDDI

AE7 | SAADD3 | D25 N.C. P2 D26 U24 | SAD14 E3 N.C. AB23 GND
AE8 | SAADD5 | C25 N.C. R2 D29 T24 | SAD17 F3 GND AA23 N.C.
AE9 | SAADDS8 | B25 N.C. T2 D31 R24 | SAD20 | G3 D6 Y23 SAD6
AE10| SAADD11 | A25 N.C. u2 GND | P24 | SAD23 H3 D9 w23 SAD9
(Continued)
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(Continued)

No. | Symbol | No. | Pin name | No. nzme No. | Pin name | No. | Pin name | No. | Pin name
AE11| SAADD14 | A24 TRST V2 XRST | N24 | SAD26 | Y22 VDDI D21 N.C.
AE12| SAADD17 | A23 | RXDVA | W2 |MODE16| M24 | SAD29 J3 D12 V23 | SAD12
AE13| XSAWE | A22 | RXD1A | Y2 XWE L24 | SAD31 K3 D15 U23 | SADI15
AE14| XCMDDVE | A21 CRSA [ AA2| GND K24 VDDI L3 D18 T23 | SAD18
AE15|XCMDDVD| A20 | TXCLKA | AB2 | ADD3 | J24 | XSAINTE | M3 D21 R23 | SAD21
N23 | SAD27 | Cl6 TDO H4 N.C. AB7 N.C. N3 D24 P23 | SAD24

M23 N.C. C15 | TXD1B J4 GND | AB8 | VDDE |W22 GND D20 GND
L23 VDDI Cl4 MDCA K4 GND | AB9 GND V22 VDDE D19 GND
K23 GND C13 VDDI L4 VDDE |AB10| VDDI uz22 GND D18 N.C.

J23 | XSAINTD | C12 N.C. M4 VDDI |AB11 N.C. T22 GND D17 N.C.
H23 N.C. Cl1 CoLB N4 GND [AB12 GND R22 N.C. D16 GND
G23 VDDI C10 | RXERB P4 GND |AB13 GND P22 VDDI D15 N.C.
F23 N.C. C9 VDDE R4 GND [AB14 N.C. N22 VDDE D14 VDDI
E23 N.C. Cc8 N.C. T4 N.C. |AB15 N.C. mM22 GND D13 GND
D23 N.C. Cc7 VDDE U4 | VDDE [(AB16 N.C. L22 N.C. D12 GND

Cc23 TCK C6 MDIOB V4 | VDDE (AB17| VDDI K22 GND D11 N.C.
C22 | RXERA C5 N.C. W4 N.C. |AB18| VDDI J22 GND D10 N.C.

C21 | RXD3A C4 N.C. Y4 N.C. |AB19 N.C. H22 N.C. D9 VPD
C20 N.C. D4 N.C. AA4 N.C. |AB20 GND G22 VDDI D8 N.C.
C19 VDDI E4 VDDI AB4 N.C. |AB21 GND F22 N.C. D7 N.C.
C18 N.C. F4 GND AB5| GND [AB22| VDDE E22 GND D6 GND

C17 VDDI G4 N.C. AB6 | VDDI [AA22 GND D22 VDDI D5 GND
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¢ 288-pin FBGA

No. | Symbol No. | Pin name | No. |Pin name| No. | Pin name | No. | Pin name | No. | Pin name
Al N.C. AB18 CLD2D A9 RXDVB | AAl13 XPKTD B10 RXCLKB Y16 GND
B1 DO AB19 N.C. A8 RXD2B |AA14 VDDI B9 RXDO0OB Y17 VDDE
C1l D1 AB20 VDDE A7 RXERB [AA15 CLD1E B8 RXD3B Y18 VDDI
D1 D2 AB21 VDDI A6 MDIOA | AA16 CLD3E B7 MDCB Y19 N.C.
E1l D4 AB22 N.C. A5 VDDE | AA17 CLD1D B6 MDIOB Y20 GND
F1 D7 AA22 SADO A4 N.C. AA18 CLD3D B5 VDDE W20 SAD5
Gl D10 Y22 SAD1 A3 N.C. AA19 N.C. B4 VDDI V20 SAD8
H1 D13 w22 SAD3 A2 N.C. AA20 GND B3 N.C. u20 SAD11
J1 D16 V22 SAD6 B2 GND AA21 VDDE C3 N.C. T20 SAD14
K1 D19 uz22 SAD9 C2 GND Y21 SAD2 D3 VDDI R20 VDDI
L1 D22 T22 SAD12 D2 D3 w21 SAD4 E3 D6 P20 VDDE
M1 D25 R22 SAD15 E2 D5 V21 SAD7 F3 D9 N20 SAD21
N1 D28 P22 SAD17 F2 D8 u21 SAD10 G3 D12 M20 SAD24
P1 D31 N22 SAD19 G2 D11 T21 SAD13 H3 D15 L20 SAD27
R1 XRST M22 SAD22 H2 D14 R21 SAD16 J3 D18 K20 GND
T1 CLK L22 SAD25 J2 D17 P21 SAD18 K3 D21 J20 VDDE
Ul XCS K22 SAD28 K2 D20 N21 SAD20 L3 D24 H20 VDDI
Vi ADD2 J22 SAD30 L2 D23 M21 SAD23 M3 D27 G20 VDDI
w1 ADDS5 H22 | XSAINTE M2 D26 L21 SAD26 N3 D30 F20 | XMATCHD
Y1 ADDS8 G22 UPRIE N2 D29 K21 SAD29 P3 VDDE E20 TDI
AAl VDDE F22 | XMATCHE | P2 VDDE J21 SAD31 R3 GND D20 N.C.
AB1 N.C. E22 REFCLK R2 GND H21 GND T3 MODE16 C20 TRST
AB2 VDDI D22 N.C. T2 GND G21 UPRID u3 XRE C19 VDDI
AB3 VDDI Cc22 N.C. u2 XWE F21 | XSAINTD V3 ADD4 C18 CRSA
AB4 XINT B22 N.C. V2 ADD3 E21 XTCK W3 ADD7 C17 COLA
AB5 SAADDO A22 N.C. w2 ADDG6 D21 N.C. Y3 ADD10 C16 VDDI
AB6 | SAADD3 A21 RXERA Y2 ADD9 Cc21 N.C. Y4 GND C15 TXD1A
AB7 SAADDG6 A20 TCK AA2 VDDE B21 VDDI Y5 SAADD2 C14 TDO
ABS8 SAADD9 A19 RXDVA AA3 VDDE B20 TMS Y6 SAADD5 C13 TXD1B
AB9 | SAADD12 | A18 RXDOA AA4 GND B19 | RXCLKA Y7 SAADDS8 | C12 VDDI
AB10| SAADD15 | Al7 RXD2A AA5 | SAADD1 | B18 RXD1A Y8 SAADD11 | C11 VDDI
AB11| SAADD18 | Al6 TXCLKA | AA6 | SAADD4 | B17 RXD3A Y9 SAADD14 | C10 CRSB
AB12 | XCMDDVE | Al5 TXENA AA7 | SAADD7 | B16 VDDI Y10 | SAADD17 | C9 RXD1B
AB13 | XCMDDVD | Al4 TXD2A AA8 | SAADD10| B15 TXDOA Y11 XSARE C8 CcoLB
AB14 VDDE A13 TXENB AA9 | SAADD13| B14 TXD3A Y12 CMDE C7 GND
AB15 CLDOE Al12 TXD2B |[AAl10|SAADD16| B13 TXDOB Y13 CMDD C6 GND
AB16 CLD2E All MDCA AAl1l| XSAWE | B12 TXD3B Y14 VDDI C5 GND
AB17 CLDOD A10 TXCLKB | AA12 | XPKTE B11 GND Y15 VDDE C4 VDDI
(Continued)



MB86978
S

(Continued)
No. | Symbol | No. | Pin name | No. |Pinname| No. | Pin name | No. | Pin name | No. | Pin name
D4 N.C. P4 VDDI W9 VDDI W19 N.C. J19 GND D14 GND
E4 GND R4 VDDI W10 GND V19 GND H19 VDDI D13 VDDI
F4 N.C. T4 VDDI W11 GND u19 N.C. G19 VDDE D12 VDDE
G4 GND U4 VDDI W12 | XRSTOUT| T19 GND F19 VDDI D11 VDDE
H4 GND V4 GND w13 GND R19 GND E19 GND D10 GND
Ja VDDE w4 N.C. W14 GND P19 GND D19 N.C. D9 VPD
K4 VDDI W5 GND W15 VDDE N19 GND D18 VDDE D8 VDDE
L4 GND W6 VDDI W16 VDDI M19 VDDI D17 GND D7 VDDE
M4 GND w7 VDDE W17 VDDI L19 VDDE D16 VDDE D6 VDDI
N4 GND w8 GND w18 GND K19 GND D15 GND D5 VDDI
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m PIN DESCRIPTION
» Host (SRAM) interface

Symbol Pin name I/O Description
ADD2 to ADD10 |Address Bus | | Address input from host CPU
DO to D31 Data input/output I/O | Data bus of host CPU
XCS Chip Select | | Selection signal input from host CPU (Low active)
XWE Write Enable | | Write signal input from host CPU (Low active)
XRE Read Enable I | Read signal input from host CPU (Low active)
XINT Host Interrupt O |Interrupt output signal to host CPU (Low active)
Host CPU bus width selection mode
MODE16 Host CPU Bus Mode I 1: 16 bit mode, 0 : 32 bit mode
« Interface for extended SADB chip connection
Symbol Pin name I/O Description
XRSTOUT | Reset for Ext-SADB o Reset ou_tput signal to extended SADB chip
(Low active)
. . Encode side command effective notification signal to
XCMDDVE | Encryption Command Valid Signal | O extended SADB chip (Low active)
CMDE Encryption Command Signal O |Encode side command signal to extended SADB chip
. e Encode side packet effective notification signal to
XPKTE Encryption Packet Valid Signal (0] extended SADB chip (Low active)
Ext-SADB Encryption Side Match Encode side match signal from extended SADB chip
XMATCHE : I .
Signal (Low active)
gtgcl)g Data bus for encode side extended SADB
Encryption Classifier Data I/O | Used when encoding to output the search data and to
CLD2E input the search result from the extended SADB chi
CLD3E P P
. A Decode side command effective notification signal to
XCMDDVD | Decryption Command Valid Signal | O extended SADB chip (Low active)
CMDD Decryption Command Signal O |Decode side command signal to extended SADB chip
. e Decode side packet effective notification signal to
XPKTD Decryption Packet Valid Signal O extended SADB chip (Low active)
Ext-SADB Decryption Side Match Decode side match signal from enhancing SADB chip
XMATCHD : I ;
Signal (Low active)
gtgcl)g Data bus for decode side extended SADB
Decryption Classifier Data I/0 | Used when decoding to output the search data and to
CLD2D input the search result from the extended SADB chi
CLD3D P P-
UPRIE Ext-SADB Encryption Side First | The first match signal from encode side of extended
Match Signal SADB chip (High active)
UPRID Ext-SADB Decryption Side First | The first match signal from decode side of extended
Match Signal SADB chip (High active)

(Continued)
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(Continued)
Symbol Pin name I/O Description
XSAWE Ext-SADB Write Enable Signal o Data ert_e enable signal to extended SADB chip
(Low active)
XSARE Ext-SADB Read Enable Signal 0 Data rea_d enable signal to extended SADB chip
(Low active)
SAADDO to .
SAADD18 Ext-SADB Address Bus O | Address bus to extended SADB chip
SADO to Ext-SADB Data Bus I/O |Data bus to extended SADB chip
SAD31
XSAINTE Ext-SADB Encrvotion Side Interrupt | | Interruption signal from encode side of extended
yp P SADB chip (Low active)
. . Interruption signal from decode side of extended
XSAINTD Ext-SADB Decryption Side Interrupt| | SADB chip (Low active)
« RMll interface (2 port)
Symbol Pin name I/O Description
Reference clock input
REECLK Reference Clock | Syn(?h_ronous signal of RMII when transmitting and
receiving
Frequency : 50 MHz
TXDOA . . . .
TXD1A Transmit Data for Router Side O | Transmission data output bus of router side
TXDOB . . o .
TXD1B Transmit Data for WAN Side O | Transmission data output bus of WAN side
TXENA Transmit Enable for Router Side @] Trz_;msm|s'5|on enable output of router side
(High active)
TXENB | Transmit Enable for WAN Side o | [ransmission enable output of WAN side
(High active)
RXERA Receive Error for Router Side | | Reception error input of router side (High active)
RXERB Receive Error for WAN Side | | Reception error input of WAN side (High active)
RXDOA Receive Data for Router Side | | Receive data input bus of router side
RXD1A
RXDO0OB . . . . .
RXD1B Receive Data for WAN Side | | Receive data input bus of WAN side
Carrier Sense / Receive Data Valid Carrier sense/receive data effective signal input of
CRSA . I ) . :
for Router Side router side (High active)
CRSB Carrier Sense / Receive Data Valid | Carrier sense/receive data effective signal input of
for WAN Side WAN side (High active)

Note : The detection of the collision in half duplex is achieved by taking AND of CRS and TXEN.
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» Mll interface (2 port)
Symbol Pin name I/0 Description
. Clock input for transmission of router side
TXCLKA TX CLOCK for Router Side ! 2.5 MHz at 10BASE, 25 MHz at 100BASE
. Clock input for transmission of WAN side
TXCLKB TX CLOCK for WAN Side ! 2.5 MHz at 10BASE, 25 MHz at 100BASE
. : Transmission data bus of router side
TXDOA to TXD3A | Transmit Data for Router Side O The lower two bits are shared with RMII.
. . Transmission data bus of WAN side
TXDOB to TXD3B | Transmit Data for WAN Side 0] The lower two bits are shared with RMII.
TXENA Transmit Enable for Router Side| O T'ransm_lsswn 'data effective signal output of router
side (High active)
TXENB Transmit Enable for WAN Side o T_ransm_lssmn _data effective signal output of WAN
side (High active)
. Clock input for reception of router side
RXCLKA RX CLOCK for Router Side ! 2.5 MHz at 10BASE, 25 MHz at 100BASE
. Clock input for reception of WAN side
RXCLKB RX CLOCK for WAN Side ! 2.5 MHz at 10BASE, 25 MHz at 100BASE
. . Reception error input of router side
RXERA Receive Error for Router Side I Shared with RMII. (High active)
. . Reception error input of WAN side
RXERB Receive Error for WAN Side I Shared with RMII. (High active)
Receive Data Valid for Router Receive data effective signal input of router side
RXDVA . I . ;
Side (High active)
Receive Data Valid for WAN Receive data effective signal input of WAN side
RXDVB . I . ;
Side (High active)
CRSA Carrier Sense for Router Side I C"’?”'er sense signal input of router side
(High active)
CRSB Carrier Sense for WAN Side | | Carrier sense signal input of WAN side (High active)
. . Receive data bus of router side
RXDOA to RXD3A | Receive Data for Router Side I The lower two bits are shared with RMII.
. . Receive data bus of WAN side
RXDOB to RXD3B | Receive Data for WAN Side I The lower two bits are shared with RMII.
COLA Collision Detect for Router Side | Co_lhswn Qetectlon input signal for router side
(High active)
COLB Collision Detect for WAN Side | quhsmn Qetectlon input signal for WAN side
(High active)
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Symbol Pin name 1/0 Description
MDCA Management Data Clock for o SMI clock output
PHY Device Connect to the SMI clock of the PHY device.
. SMI data input/output
MDIOA :t\(/l)rar;?:(';\((e rgzc;[;atamput/output I/O | Connect to SMI data of the PHY device.
This terminal is connected by wire to multiple PHY devices.
SMI clock input (direct Mil)
MDCB Eﬂi?ggg&rﬁ%n;nazgigoc'( for I |Used when connecting MII directly and not via PHY device.
Input the SMI clock output from the opposing SMI controller.
. SMI data input/ output (direct MII)
MDIOB Mane_lgement Datalnpt_Jt/output I/0 | Used when connecting MII directly and not via PHY device.
for Direct MIl Connection o ;
Connect it with the SMI data signal.
* Others
Symbol Pin name le] Description
XRST System Reset | |Reset input signal
CLK System Clock | | Clock input signal
TRST JTAG Reset | Reset input signal for J.TAG (33 kQ Pull-up in the I/O cell).
Input the same reset signal as XRST.
TMS JTAG Mode I | Mode setting signal for JTAG (33 kQ Pull-up in the 1/O cell).
TCK JTAG Clock | | Clock input signal for JTAG (33 kQ Pull-up in the I/O cell).
TDI JTAG Data Input | | Data input signal for JTAG (33 kQ Pull-up in the I/O cell).
TDO JTAG Data Output O |Data output for JTAG
VPD
XTCK — I | Connect to ground.
VDDE — — | 3.3V system power supply terminal
VDDI — — |1.8 V system power supply terminal
GND — — | Grand terminal
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m BLOCK DIAGRAM

Encryption block ¢ H. SMI block < SMiE >
>
DES/3DES
WAN side MAC block
AES <4 1
< > MAC Control < RMIMI >
Authentication block Tx/Rx Buffer
4P
HMAC-SHA-1 <) Router side MAC block
HMAC-MD5 H MAC Control < RMI/MII
<> R
Tx/Rx Buffer
IKE support engine block [——
<P
<+ Extension SADB <:@:>
SA data base block 4——» interface block
Classifi 4 >
assitier
4P
SADB <4 Host CPU interface block
| | < HostllF >
Packet buffer ¢ »
<4
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m BLOCK DESCRIPTION
e Encryption block

The block with the encoding function and the decoding function of DES, 3DES, and AES used when IPsec is
processed.

o Authentication block
The block with the HMAC-SHA-1-96 and HMAC-MD5-96 function used when IPsec is processed.

« IKE support engine block
The block with the following each engine that host CPU uses in the IKE phase.
DES/3DES : Encryption engine

AES : Encryption engine
SHA-1 . Authentication engine
MD5 . Authentication engine

IKE support : Surplus operation engine for RSA and DH processing acceleration

¢ SA data base block

Contains an internal classifier table for selecting the IPsec SA. When a packet is received, the SA corresponding
to the selector set in the classifier table is selected. An internal database (SADB table) is also provided to store
the policy and parameters to use for IP processing based on the selected SA.

 Packet buffer
This is the buffer to maintain the received packet and the packet before it transmits temporarily.

¢ Host CPU interface block

This is the interface block for connecting to the host CPU. This block is also used for register read/write and
handling of log data. An interrupt signal and status register are used to notify the host CPU when a packet is
received.

« Extension SADB interface block

This block controls the local interface used when an extension SADB is connected externally to increase the
number of SAs.

 MAC block

Packets are transmitted and received via the RMII or Mll interface. The Layer 2 (MAC) functions specified by
IEEE 802.3 are executed. One port are on the WAN side and the router side.

e SMI block

This block reads from and writes to the PHY register via the SMI interface. The block is used to setup the PHY
device as well as to retrieve status data (half/full duplex, link status, 10/100BASE-T/TX indicator, etc.) from the
PHY register. The structure permits direct connection via the MIl and CPU on the routing function side.
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m SYSTEM CONFIGURATION

« Example of security gateway configuration using the MB86978

CPU

Routing function IPSec function

>

RMII/MII (L SRAM IF )
MB86977 MB86978
RMIIMII 2 (1P forwarding (IPSec engine)
engine) 1 N
RMII/MII RMII/MII RMII/MII
LAN side / WAN side
Interactive full wire (100 Mbps)
» Example of configuration using the MB86979 (extended classifier)
Max 8
Maximum number of f \
SA supported MB86979 MB86979 MB86979
when used standalone is 64 (extension (extension (extension
(Encode SA : 64/Decode SA : 64) SADB) SADB) enessssssssssns SADB)

Number of SA Number of SA Number of SA
1512 1512 : 512

MB86978 <> <> ]\/\} <>
ESA UE < Extended SADB Chip Bus >

Connected to ESAI/FI
Number of Number of SA supported when standalone
SA:64 is 512
(Encode SA : 512/Decode SA : 512)
Up to 8 can be connected

Note : The SA database inside MB86978 cannot be used if eight MB86979s are used.
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m ABSOLUTE MAXIMUM RATINGS

Rating .

Parameter Symbol - Unit
Min Max
Vbpi*? Vss — 0.5 +2.5 \Y
Power supply voltage**

Vbpe*3 Vss — 0.5 +4.0 \Y

Input voltage*! Vi Vss — 0.5 Vooe + 0.5 \%

Output voltage*! Vo Vss — 0.5 Vooe + 0.5 \%
Storage temperature Tstg -55 + 125 °C
Operation junction temperature Tj -40 +125 °C
Output current*4 lo -10 +10 mA

*1 : This parameter is based on Vss =0 V.

*2 : 1.8 V system power supply

*3: 3.3 V system power supply

*4 : DC current that persists for 10 ms or longer or average DC current.

WARNING: Semiconductor devices can be permanently damaged by application of stress (voltage, current,
temperature, etc.) in excess of absolute maximum ratings. Do not exceed these ratings.

m RECOMMENDED OPERATING CONDITIONS

Value .

Parameter Symbol - Unit
Min Typ Max
Vool 1.65 1.8 1.95 Y
Power supply voltage

Vope 3.0 3.3 3.6 Y

“H” level input voltage Vi1 2.0 — Vooe + 0.3 \Y

“L” level input voltage Vi -0.3 — +0.8 \%
Operating temperature Ta -20 — +85 °C

WARNING: The recommended operating conditions are required in order to ensure the normal operation of the
semiconductor device. All of the device’s electrical characteristics are warranted when the device is
operated within these ranges.

Always use semiconductor devices within their recommended operating condition ranges. Operation
outside these ranges may adversely affect reliability and could result in device failure.
No warranty is made with respect to uses, operating conditions, or combinations not represented on

the data sheet. Users considering application outside the listed conditions are advised to contact their
FUJITSU representatives beforehand.
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m DC CHARACTERISTICS

18V+0.15V,Vss=0V, Ta=-20°Cto+ 85 °C)

(Vope=3.3V + 0.3V, Vool
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* : Please refer to the figure below.

“L” level output V-I characteristic

“H" level output V-1 characteristic

VoH - Vooe [V]
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0.0

+125°C, Vooe=3.0V

: Process = Slow, Tj =

: Process

Min

Note : Conditions :

+25°C, Vooe=3.3V
—-40°C, Vooe =3.6 V

Typical, Tj

Max : Process = Fast, Tj

Typ
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m AC CHARACTERISTICS
(1) Host interface data read timing

MB86978
S

(Mobe=3.3V+0.3V,Voo=1.8V+0.15V,Vss=0V, Ta=-20°Cto+85°C)

Value )
Parameter Symbol - Unit
Min Typ Max
Chip selection input setup time ta 5 — — ns
Chip selection input holding time to 5 — — ns
Read enable input setup time ts 5 — — ns
Read enable input hold time ta 5 — — ns
Address input setup time ts 5 — — ns
Address input holding time te 5 — — ns
Read data output delay time t7 — — 16 ns
Read data output hold time ts — — 5 ns
CLK | | | | | [ ] | |
: t1 t2
XCs ; 7
XWE /
t3
E p— t4 P ———
XRE } '
‘ to 0"’ ts
¢ 5 )
ADD10 to ADD2 —
D31 to DO CLCGECRLCLLCLLLLLL LKL
t7
3 cycles
Note : When both XCS and XRE are Low, output enable.
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(2) Host interface data write timing

(Vobe=3.3V+0.3V,Vooi=18V=+0.15V,Vss=0V, Ta=-20°Cto+ 85 °C)

Parameter Symbol - value Unit
Min Typ Max
Chip selection input setup time ta 5 — — ns
Chip selection input holding time to 5 — — ns
Write enable input setup time ts 5 — — ns
Write enable input holding time ta 5 — — ns
Address input setup time ts 5 — — ns
Address input holding time te 5 — — ns
Write data input setup time t7 5 — — ns
Write data input hold time ts 5 — — ns

XWE

XRE /

ADD10 to ADD2

D31 to DO

Note : D31 to DO are decided by the rising edge of the first “CLK” which the “XWE” signal decided.

(3) Host interface and interruption timing

(Mobe=3.3V+0.3V,Voo=1.8V+0.15V,Vss=0V, Ta=-20°Cto+85°C)

Parameter

Value

Symbol

Typ

Max

Unit

Interrupt signal output delay time

1

15

ns

ck [ [
XINT N




(4) Reset Timings

MB86978

(Vobe=3.3V+0.3V,Vooi=18V=+0.15V,Vss=0V, Ta=-20°Cto+ 85 °C)

Value )
Parameter Symbol - Unit
Min Typ Max
Reset assert time t1 5 — — clock cycle
Access barred time after reset deassertion t2 20000 — — clock cycle

CLK _____J______l_____;f_____l_____J______L_—

XRST

AN

NUY.
X

(5) Ml interface data transmission timing

(Vobe=3.3V+0.3V,Vooi=18V=+0.15V,Vss=0V, Ta=-20°Cto+ 85 °C)

Value )
Parameter Symbol - Unit
Min Typ Max
TXENA, TXENB output delay time ta — — 20 ns
TXD3A to TXDOA, TXD3B to TXDOB output delay time tz — — 20 ns

TXCLKA

(TXCLKB)

TXENA
(TXENB)

TXD3A to TXDOA
(TXD3B to TXDOB)

A
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(6) Mll interface data reception timing

(Vobe=3.3V+0.3V,Voor=18V=+0.15V,Vss=0V, Ta=-20°Cto+ 85 °C)

Parameter

Value

Symbol

Min

Typ

Unit

RXDVA, RXDVB input setup time

RXDVA, RXDVB input holding time

RXD3A to RXDOA, RXD3B to RXDOB input setup time

RXD3A to RXDOA, RXD3B to RXDOB input holding time

RXERA, EXERB input setup time

RXERA, EXERB input holding time

Wl W W w w| w

RXCLKA
(RXCLKB)

A

RXDVA
(RXDVB)

A
N

RXD3A to RXDOA
(RXD3B to RXDOB)

RXCLKA
(RXCLKB)

RXERA

(RXERB)

A




(7) SMl interface

(Vobe=3.3V+0.3V,Vooi=18V=+0.15V,Vss=0V, Ta=-20°Cto+ 85 °C)

MB86978
S

Value )
Parameter Symbol - Unit
Min Typ Max

SMI data input setup time ta 10 — — ns
SMI data input hold time t 10 — — ns
SMI data output delay time ts — — 90 ns
SMI turning on delay time (Input mode — Output mode) ta — — 90 ns
SMI turning off delay time (Output mode — Input mode) ts — — 90 ns

L

% t2 \

MDCA | | |
(MDCB) . 0
B Pl 2
MDIOA (INPUT) AN < > f
(MDIOB) : < >
MDCA I
(MDCB) RS ,
‘<_’§ d t3 »
MDIOA (OUTPUT) N\ /
(MDIOB)
mocA [ | | [
(MDCB) :
MDIOA (INPUT — OUTPUT) Input Mode — N Output Mode
(MDIOB) o
MDCA 4|—|— L
(MDCB)
MDIOA (OUTPUT — INPUT) Output Mode y4 Input Mode
(MDIOB) —
ts i
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(8) RMIl interface
(Vope=3.3V 0.3V, Voo =

18V+0.15V,Vss=0V, Ta=-20°Cto+ 85 °C)

Parameter Symbol - value Unit
Min Typ Max

RXD1A, RXDOA, RXD1B, RXDOB input setup time ta 4 — — ns
RXD1A, RXDOA, RXD1B, RXDOB input holding time t2 4 — — ns
CRSA, CRSB input setup time ts 4 — — ns
CRSA, CRSB input holding time ta 4 — — ns
TXENA, TXENB output delay time ts — — 15 ns
TXD1A, TXDOA, TXD1B, TXDOB output delay time te — — 15 ns

reFok | L[ 1|

CRSA
(CRSB)

RXD1A, RXDOA >>>>>>>>>>>>>>><D>>>>>

(RXD1B, RXDOB)

REFCLK

CRSA
(CRSB)

RXD1A, RXDOA
(RXD1B, RXDOB)

X

IIIIIX_

REFCLK — L 1y | [
— t " F l t5 I :
5 H I :
TXENA v N
(TXENB)

TXD1A, TXDOA

(TXD1B, TXDOB)

te

L X

XKLL
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(9) Extended chip interface and SADB data read timing
(Vope=3.3V+0.3V,Voor=1.8V+0.15V,Vss=0V, Ta=-20°C to+ 85 °C)

Value
Parameter Symbol - Unit
Min Typ Max
Read enable output delay time t1 — — 12 ns
Read enable output holding time tz — — 4.1 ns
Address output delay time ts — — 12 ns
Address output holding time ta — — 4.1 ns
Read data input setup time ts 0 — — ns
Read data input hold time te 3.4 — — ns
| | | | | [ [ | | [ |
SAADD18 to SAADDO X __© 1 2 X 3 4
XSARE N
XSAWE
SAD31 to SADO < data0 datal
- ‘_tl - ‘B e —» 116
I [ 1 | [ I [ | [ 1
SAADD18 to SAADDO e ee 31 i X
XSARE °*°° yd
XSAWE °°°
SAD31t0 SADO eee data28 i > data29 > data30 >< data3l >———o
) ts g 4P
t2
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(10) Extended chip interface and SADB data write timing
(Vope=3.3V+0.3V,Voor=1.8V+0.15V,Vss=0V, Ta=-20°C to+ 85 °C)

5

4
te

Parameter Symbol - Value Unit
Min Typ Max
Write enable output delay time ta 12 — — ns
Write enable output holding time tz 4.1 — — ns
Address output delay time ts 12 — — ns
Address output holding time ta 4.1 — — ns
Write data output delay time ts 12 — — ns
Write data output holding time te 4.1 — — ns
I L I I L[ 1 I
SAADD18 to SAADDO X _addo X: addt X add2 X
XSARE
XSAWE AN Y
SAD31 to SAD0 —— data0 datal X data?2 X
> P A »
t1 3 t2




(11) Extended chip interface and classifier data read timing

(Vobe=3.3V+0.3V,Vooi=18V=+0.15V,Vss=0V, Ta=-20°Cto+ 85 °C)
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Value )
Parameter Symbol - Unit
Min Typ Max
Command valid data output delay time t1 — — 12 ns
Command valid data output holding time te — — 4.1 ns
Classifier data input setup time ts 0 — — ns
Classifier data input holding time te 4.7 — — ns
XCMDDVE, XCMDDVD \ [
CMDE, CMDD
XPKTE, XPKTD ot
XMATCHE, XMATCHD e
CLDOE to CLD3E, Command for table setting (read) i j— °* *—X Read data —
CLDOD to CLD3D
» i« »iie <> »>
1 2 3 ta




26

MB86978
S

(12) Extended chip interface and classifier data write timing

(Vobe=3.3V+0.3V,Vooi=18V=+0.15V,Vss=0V, Ta=-20°Cto+ 85 °C)

Parameter Symbol - value Unit
Min Typ Max
Command valid output delay time ta — — 12 ns
Command valid output holding time to — — 4.1 ns
Write command output delay time ts — — 12 ns
Write command output holding time ta — — 4.1 ns
Data output delay time ts — — 12 ns
Data output holding time te — — 4.1 ns

XCMDDVE, XCMDDVD

JEpERSpEpipEpEpEpEE N

JEEpEpEpEpEpERE

CMDE, CMDD \

XPKTE, XPKTD

XMATCHE, XMATCHD

CLDOE to CLD3E,

Data for table setting

( Command for table setting (write)

CLDOD to CLD3D

1
ts

4_
t3

te

—P

t
ta




(13) Extended chip interface and classifier timing

(Vobe=3.3V+0.3V,Vooi=18V=+0.15V,Vss=0V, Ta=-20°Cto+ 85 °C)

MB86978
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Note : The match_n signal is asserted low when the packet classifier starts. De-asserted to
high when matches are no longer present.

Parameter Symbol - value Unit
Min Typ Max
Packet valid output delay time ta — — 12 ns
Packet valid output holding time t — — 4.1 ns
Write command output delay time ts — — 12 ns
Write command output holding time ta — — 4.1 ns
Match signal input setup time ts 0 — — ns
Match signal input holding time te 2.9 — — ns
Data output delay time t7 — — 12 ns
Data output holding time ts — — 4.1 ns
JEpEpEpEpEpERERE RS
XCMDDVE, XCMDDVD m_‘mw H_I_I—
CMDE, CMDD \ ) /
XPKTE, XPKTD = /S
XMATCHE, XMATCHD
CLDOE to CLD3E, { packet ¢ packet )
CLDOD to CLD3D  -» <t: > <_t5 > 4_%2 en Sie

XCMDDVE, XCMDDVD
CMDE, CMDD

XPKTE, XPKTD

XMATCHE, XMATCHD

CLDOE to CLDS3E,
CLDOD to CLD3D

=

—P:

<+ {7

<+ g

Note : The Valid signal of the result is generated in the main body chip.
It doesn't exist outside of the chip.
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m NOTES ON HARDWARE SETTING
(1) Power on/off

Although no restrictions apply to the power on and off sequence, the following sequence is recommended.

* Power-ON sequence
1) vDDI (internal)
2) VDDE (external)
3) Signal

* Power-OFF sequence
1) Signal
2) VDDE (external)
3) VDDI (internal)

Take note of the following points relating to turning the power on and off.

» VDDE (external) should not be supplied with signals while VDDI (internal) is off; otherwise a through current
may flow, causing potential reliability problems of the LSI.

« When VDDE (external) returns from the OFF state to the ON state, the circuit may fail to hold its internal state,
for example, due to power supply noise.

« Initialize the device when turning the power on.

(2) Treatment of unused pin

When the only MB86978 is used (when the extended SADB LSl is not used) , the input pin for extended SADB
and /0O pin should be treated as follows.

XMATCHE : pull-up
XMATCHD : pull-up
UPRIE : pull-down
UPRID : pull-down
XSAINTE : pull-up
XSAINTD > pull-up

CLDO to CLD3E : pull-up
CLDO to CLD3D : pull-up
SADO to CLD31 : pull-up

Also, following each output pin which is output from MB86978 to SADB is set to N.C.

XRSTOUT

XCMDDVE

CMDE

XPKTE

XCMDDVD

CMDD

XPKTD

XSAWE

XSARE

SAADDO to SAADD18
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(3) Connection method to execute MIl direct connection in rooting function side (reference)

MB86978 Rooting function side MII I/F (opposite side)
TXENA EEN RX_DV
TXDAS to TXDAO = RXD3 to RXDO
RXDA3 to RXDAO < TXD3 to TXDO
RXERA <~ GND

RXDVA <~ TX_EN

GND EEN RX_ER

COLA <~ GND

CRSA <~ GND

GND - CRS

GND - COL

MDCB <« MDC

MDIOB < MDIO

Please input the common clock (25 MHz) as corresponding RXCLK and TXCLK to RXCLKA and TXCLKA.

m ORDERING INFORMATION

Part number Package Remarks

337-pin plastic FBGA
(BGA-337P-M02)

288-pin plastic FBGA
(BGA-288P-M13)

MB86978BGL-G

MB86978BGL2-G
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m PACKAGE DIMENSION

337-pin plastic FBGA
(BGA-337P-M02)

13.00+0.10(.512+.004)

(INDEX AREA)

[0.10(.004)[S

© 2004 FUJITSU LIMITED B3370025-C-2-2

(.010+.004) (.045+.008)
(Stand off) (Seated height)

12.00(.472)REF
$10.20(.008) [S[B]
[B] 0.50(.020
TYP
OOOOOOOOOOOq‘(;OéDéDOOOOOOOO 25
O00000000000OWOOOOOOOOOO00O0 24
000000000000 POOOOOOO0O0000 | 23
000000000000POO0000000000 | 22
0000 0000 | 21
0000 i 0000 20
0000 ‘ 0000 | 19
0000 0000 | 18
0000 0ooodoooo 17
0000 000000000 0000 | 16
0000 000000000 0000 | 15
777777 | 13.00£0.10 12.00(.472) ggg&iﬁ%ggggmooogiﬁioog{o}ﬁwla 4.00(.157)
(.512+.004) REF 0000 cooodoooo 0000 12 REF
—© 000 O000POOOO 0000 11
—© 000 OOOOgOOOO 0000 10 ¢
0000 OOOq)OOO o000 :s
0000 |
0.50(.020) 0000 | 0000 | 7
R j M
00000000$000H000PO0OOR0O00 | 4
00000000 ooogooo 00000Q00 | 3
00000000$000H000HP0O00000Q0 2
$0000000 ooogooo 0000000 1
T
AE MW R N L G E C A
A A Y V[T P M K|H B
[]0.20(.008)
4.00(.157) INDEX
REF
418-20.30+£0.10 |
| (418-0.012+.004) [©]20.08(003) @[S[A]B]
.
0.25+0.10 1.15+0.20

Dimensions in mm (inches) .
Note : The values in parentheses are reference values.

(Continued)
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(Continued)

288-pin plastic FBGA
(BGA-288P-M13)

18.00+0.10(.709+.004) ®[0200008)[S] 8]
0.75(.030)
\ REF
000000000000HOO0000000 |22
OOOOOOOOOOO‘OOOOOOOOOOO 21
0000000000000000000000 |20
000000000 OO0OOOOOOOOOO 19
0.75(.030) 0000 | 0000 |18 3.75(.148
REF 0000 | 00060 |17 _3.75(.148)
0000 } 0000 |16 REF
0000 ‘ 0000 |15
000 O0000G 4
18.00£0.10 000 000[000 0000 |13
.00£0. Q000
T 6600 T oo of
(.709£.004) 0606 |
Q000
0000
0000
0000
0000
00000000
00000000
---A 00000000
i 0000000
LS 7
( ) ABAAYWVUTR’NMiLK HGFEDCBA
INDEX AREA
INDEX
[ ]0.20(.008) 3.75(.148)
1.25:0.20 324-g0 45+(?f(;:
% (:049+.008) (324-0.018:.004) | 120.08(003) @[ S[A]B]
(.Stana. off) (Seated height)
ﬁ?
|

[=[0.15(.006) [S]

© 2004 FUJITSU LIMITED BGA2880135-¢-1-1

Dimensions in mm (inches) .
Note : The values in parentheses are reference values.
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FUJITSU LIMITED

All Rights Reserved.

The contents of this document are subject to change without notice.
Customers are advised to consult with FUJTSU sales
representatives before ordering.

The information, such as descriptions of function and application
circuit examples, in this document are presented solely for the
purpose of reference to show examples of operations and uses of
Fujitsu semiconductor device; Fujitsu does not warrant proper
operation of the device with respect to use based on such
information. When you develop equipment incorporating the
device based on such information, you must assume any
responsibility arising out of such use of the information. Fujitsu
assumes no liability for any damages whatsoever arising out of
the use of the information.

Any information in this document, including descriptions of
function and schematic diagrams, shall not be construed as license
of the use or exercise of any intellectual property right, such as
patent right or copyright, or any other right of Fujitsu or any third
party or does Fujitsu warrant non-infringement of any third-party’s
intellectual property right or other right by using such information.
Fujitsu assumes no liability for any infringement of the intellectual
property rights or other rights of third parties which would result
from the use of information contained herein.

The products described in this document are designed, developed
and manufactured as contemplated for general use, including
without limitation, ordinary industrial use, genera office use,
personal use, and household use, but are not designed, developed
and manufactured as contemplated (1) for use accompanying fatal
risks or dangersthat, unless extremely high safety is secured, could
have a serious effect to the public, and could lead directly to death,
personal injury, severe physical damage or other loss (i.e., nuclear
reaction control in nuclear facility, aircraft flight control, air traffic
control, masstransport control, medical life support system, missile
launch control in weapon system), or (2) for use requiring
extremely high reliability (i.e., submersible repeater and artificial
satellite).

Please note that Fujitsu will not be liable against you and/or any
third party for any claims or damages arising in connection with
above-mentioned uses of the products.

Any semiconductor devices have aninherent chance of failure. You
must protect against injury, damage or loss from such failures by
incorporating safety design measures into your facility and
equipment such as redundancy, fire protection, and prevention of
over-current levels and other abnormal operating conditions.

If any products described in this document represent goods or
technologies subject to certain restrictions on export under the
Foreign Exchange and Foreign Trade Law of Japan, the prior
authorization by Japanese government will be required for export
of those products from Japan.
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